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S6: 17 /KH-BDT Khanh Hoa, ngay 27 thang 3 nam 2023
KE HOACH

Ung pho su ¢d, dam bio an toan thong tin mang
cia Ban Dan toc nam 2023

Thuc hién Ké hoach sé 2517/KH-UBND ngay 17/3/2023 cia UBND tinh
Khanh Hoa vé viéc ung pho su ¢d, dam bao an toan thong tin mang trén dia ban
tinh Khanh Hoa nam 2023; Céng vin s6 803/STTTT-CNTTBCVT ngay 22/3/2023
cua S& Thong tin va Truyén thong vé viéc trién khai thuc hién Ké hoach viéc ung
pho su ¢b, dam bao an toan thong tin mang trén dia ban tinh Khanh Hoa nim 2023;
Ban Dan toc xay dung K& hoach hoat dong co quan nam 2023 nhu sau:

I. MUC PICH, YEU CAU
1. Muc dich

Pam bao an toan hé thong thong tin mang cua co quan, chu dong, linh hoat,
tng pho va giam thiéu cac nguy co, de doa mat an toan thong tin mang. Tao
chuyén bién manh mé trong nhan thirc vé an toan thong tin ddi véi can bo, cong
chuc trong co quan.

2. Yéu cau

- Thudng xuyén trao ddi thong tin, chia sé kinh nghiém trong cong tac dam
bao an toan thong tin gilra cdc co quan nha nudc trén dia ban tinh; tan dung sy phoi
hop,ho trg cuia cac don vi nghi€¢p vu ciia S& Thong tin va Truyén thong.

- Pam bdo cac nguodn lyc va cac di€u kién can thiét dé san sang trién khai
kip thot, hiéu qua phuong an ing ctru su c6 bao ddm an toan thong tin mang cua
tinh.

II. NHIEM VU
1. Trién khai cAc nhiém vu khi chwa xay ra su cd

a) Tuyén l‘ruyen phé bién cac van ban quy pham phdp ludt, tai liéu hwéng
ddn chuyén mén vé an toan théng tin mang

T6 chiic tuyén truyén, pho bién dén can bo, cong chic, ngudi lao dong va
nguoi dan trén cong thong tin dién tu, cac cudc hop giao ban cac van ban vé an
toan thong tin nhu: Luat An toan thong tin mang, Quyét dinh so 05/2017/Qb-TTg
ngay 16/3/2017 cua Thu tuéng Chinh phu ban hanh Quy dinh vé hé thong phuong
an ung ctru khan cdp bao dam an toan thong tin mang qudc gia; Quyet dinh s6
1017/QD-TTg ngay 14/8/2018 cta Thu tudng Chinh phu phé duyét Dé an giam sat
an toan thong tin mang dbi voi hé théng, dich vu cong nghé thong tin phuc vu
Chinh pha dién tr dén nim 2020, dinh huéng dén nam 2025; Nghi dinh s
85/2016/ND-CP ngay 01/7/2016 cua Chinh phi vé dam bao an toan hé théng
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thong tin theo cap do; Thong tu s0 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bo
truong Bo Th()ng tin va Truyén thong quy dinh chi tiét va huéng dﬁr} mot sO dicu
ciia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé dam bao an
toan hé théng thong tin theo cap do; Chi thi s6 18/CT-TTg ngay 13/ 10/2022 cua
Thi tuéng Chinh pha vé diy manh trlen khai cac hoat dong ting ctru su ¢ an toan
thong tin mang Viét Nam; Chi thi s6 23/CT-TTg ngay 26/12/2022 cta Thua tudng
Chinh phu vé tang cuong cong tac bao dam an toan thong tin mang, an ninh thong
tin cho thiét bi camera giam sat; K€ hoach s6 13784/KH-UBND ngay 31/12/2020
cua UBND tinh Khanh Hoa vé€ ung dung cong ngh¢ thong tin, phat trién chinh
quyén sO va dam bao an toan thong tin mang trong hoat dong co quan nha nudc
tinh Khanh Hoa, giai doan 2021-2025; Ké Igoach sO 2517/KH—UBND va cac van
ban quy pham phap luat, tai li¢u huéng dan chuyén mon vé an toan thong tin
mang.

Thoi gian thyc hién: Thudong xuyén.

b) Tao diéu kién va cir can bé, cong chirc tham gia cdc chwong trinh dao
tao, boi dwdng ky nang ddanh gid, itng phé su co.

Thoi gian thyc hién: Khi S¢ Thong tin va truyén hoic cac co quan, don vi c6
lién quan t6 chtrc.

¢) Phong ngira sw ¢é, gidm sdt phat hién sém sw ¢

- Thuong xuyén ra soat, bao cao co quan chuyén trach ung ciru sy c¢d an toan
thong tin mang (S& Thong tin va Truyén thong; Doi Ung clru khan cap sy c6 an
toan thong tin mang tinh Khanh Hoa) khi c6 nghi ngd ma ddc, phan mém doc hai.

- Ap dung quy trinh, quy dinh, tiéu chuan an toan thong tin; tuyén truyén
nang cao nhan thirc vé€ nguy co, su cd, tan cong mang.

- Trlen khai cac diéu kién san sang dbi pho, Gmg ctru, khic phuc su cd Trang
bi, nang cip trang thiét bi, cong cy, phuong tién, gia han ban quyén phan mém
phuc vu tng ciru, khac phuc sy ¢6; chuan bi cac diéu kién bao dam va tham gia cac
hoat dong san sang d6i pho, ing ctru, khic phuc khi su ¢b xay ra.

Thoi gian thyc hién: Thuong xuyén.

d) Pdnh gid cdc nguy co, si c6 an toan thong tin mang

Phéi hop voi S¢ Thong tin va Truyén thong, Doi tng ctru khan cap su ¢d an
toan thong tin mang tinh Khanh Hoa danh gia hién trang va kha nang bao dam an
toan thong tin mang d6i v6i hé thong thong tin; danh gia, dy bao cac nguy co, su
b tn cong mang co thé xay ra voi hé théng thong tin; danh gia, du bao cac hau
qua, thiét hai, tic dong c6 thé néu co xay ra su cd; danh gia vé hién trang phuong
tlcn,’trang thiét bi, cong cy hd trg, nhan lyc phuc vu doi pho, g ctru, khic phuc
sy cO cua co quan.

Thoi gian thuc hién: Thuong xuyén.

e) Xay dung phirong dn déi phé, img civu véi mét sé tinh huéng cu thé

- Xac dinh nguyén nhan, nguén gdc su c6 nham ap dung phuong an doi pho,
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g ctru, khic phuc su cb phu hop nhu: sy ¢ do bi tn cong mang; su ¢ do 15i
cua h¢ thong, thiét bi, phan mém, ha tang k¥ thuat hoic do 15i duong dién, duong
truyén; su ¢6 do 15i cia ngudi quan tri, van hanh hé thdng; su ¢b lién quan dén céc
tham hoa tu nhién nhu bao, lut, héa hoan...

- Phuong an doi pho, ung ctru, khac phuc su co:

+ Bat tuong Itra cia hé di€u hanh; st dung phan mém diét virus c6 ban
quyén dé quét toan by hé thong nham phat hién, ti€u diét ma ddc, ngan chan sy tan
cong va pham vi d&nh hudng cua su co;

+ Ra soat lai cac trudng hop mat an toan thong tin dd duge S¢ Thong tin
va Truyén thong canh bdo, hudng dan dé khac phuc su co;

+ Phoi hop véi S& Thong tin va Truyén thong, Poi Ung ctru khan cép su
c0 an toan thong tin mang tinh Khanh Hoa trong viéc doi phd, ngan chan, img cuu,
khac phuc su c¢o.

Thoi gian thuc hién: Sau khi Ké hoach tng phé sy ¢6 dugc UBND tinh ban
hanh.

2. Trién khai cac nhiém vu khi cé sy co xay ra

Thyc hién Quy trinh tmg ctru, xtr ly khan cip sy ¢ tdn cong mang tai Phu
luc kem theo Ké hoach s6 2517/ KH-UBND ngay 17/3/2023 cia UBND tinh
Khanh Hoa.

I11. KINH PHi THU'C HIEN

Kinh phi thuc hién tng phd su c¢d, bao dam an toan thong tin mang nim
2023 duoc bo tri tir ngudn chi thuong xuyén cia Ban Dan toc.

IV. TO CHUC THUC HIEN

1. Van phong Ban don ddc, theo ddi, huéng dan, kiém tra, giam sat viéc thuc
hién irng pho su c6 dam bdo an toan thong tin mang clia co quan; bdo céo két qua
thuc hién theo quy dinh.

2. Céan b0 phu trach CNTT chiu trach nhi¢ém kiém tra, theo ddi, xur ly, khéc
phuc kip thoi khi xay ra sy cb an toan thong tin mang. Tham muu dé xuat Lanh
dao Ban nang cap trang thiét bi, cong cu, phuong tién lién quan den cong tac dam
bao an toan thong tin, san sang dbi pho, tng ctru, khic phuc khi su ¢b xay ra.

3. Céan bd, cong chirc thudc Ban c6 trach nhiém bao vé va bao mat tai khoan,
dir liéu ca nhan va nghiém tuc trién khai thyc hi¢n Ké hoach nay./.

Noi nhan:

-So TTTT (VBDT);

- Céc phong thugc Ban (VBDT);
- Luu: VT, VP.

Vo Nam Thing
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