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V/v tdng cudng c6ng tric bAo dnm
an toan th6ng tin mqng hong dip

TC|2024

Kinh grii: Sd Th6ng tin vir Truy6n th6ng

Uy ban nhan dan tinh nhan dugc Cdng van sri O+IOBTTTT-CATTT ngiy
2911212023 cria B0 Th6ng tin vd Truy€n th6ng v6 tiing cudmg c6ng t6c b6o dim
an toem th6ng tin m4ng trong dip T6t 2024;vE viQc niry, Uy ban nhen dan tinh c6

f kii5n nhu sau:

Giao Sd Th6ng tin vi TruyCn th6ng chri tri, phr5i hgp voi c6c co quan, don

vf, dia phuong li6n quan t5ng cuong tri6n khai c6c biQn ph6p b6o dirn an tofur

thdng tin m4ng tr6n <tia ban tinh trong dip Ti5t 2024 theo huong d6n cta BQ

Th6ng tin vd TruyEn th6ng tai Ven ban tr6n; b6o c6o, tham muu nhimg nQi dung

thuQc thAm quyAn UBND tinh tru6c ngiry 31101t2024.1.

(Sao gtii C6ng vdn tii Ol runrruf-CATTT ngay 29/12/202 j cia BQ Th6ng

tin vd Truyin th6ng)
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Noi nhQn:
- Nhu tr€n;
- C6c sC ban, ngdnh;
- UBND cic huyQn, thi xe, thnnh ph5;
- Luu: VT, CNG, NN.

CQNG HoA xA Hor cHo NGHIA vrDT NAM
DOc lOp - TU do - Ifanh phric

KT. CHU TICH
PH6CnUTI
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Be rHONG TrN vA rnuyEN rnduc cgNcudaxA uq csu xcmi,q,uEr r,unn
DQc l$p - Tg do - Hph phric

Hd N\| ngdy 29 thdng 12 ndm 202356:6410 /BTTTI-CATTT
V/v tlng cudng c6ng t6c bio dim an

todn th6ng tin m4ng trone dip T6t
Duong lich 2024 vd TOt Nguy6n d6n

Gi6p Thin

Kinh gui:
- C6c 80, co quan ngang BQ, co quan thuQc Chinh phri;

- UBND c6c tinh, thanh phii trgc thuQc Trung uong;

- CLc Co quan b6o chi Trung uong;
- C6c Tfp tloan kinh ti5, Tiing c6ng ty nhi nu6c;

- C6c Tfp tlodn, TOng Cdng ty, COng ty cung c6p dich vU

Intemet, viEn thdng;

- C6c Ti5 chuc tii chinh, Ngin hang thuong mpi.

SU cii m6t an todn th6ng tin mgng nghi€m trAng t4i Viet Nam thulng duo. c

ghi nhfln tai thdi di6m di6n ra dip nghi 16 cta dAt nudc. Qua c6ng trlc theo d6i,
girim s6t, 86 Th6ng tin vd Truydn ttr6ng th6y ring c6c d6i nrqne thuong tdng

. -,.cuong tan cdng mang vdo c6c hC th6ng th6ng tin quan trqng hoflc lqi dr,lng

kh6ng gian mang d6 ph6t t6n th6ng tin xAu dQc, lira d6o hong c6c dip ndy.

Nhim nAng cao cdnh gi6c vd tr6ch nhigm bio tlim an toim th6ng tin m4ng

theo quy tlinh cta ph6p luft trong thoi gian di6n ra dip nghi 16 Tiit Duong lich
2024 vdTltNguy6n drin Gi6p Thin, BQ Thdng tin vi Truydn th6ng trin trgng dd

nghi c6c co quan, t6 chric, doanh nghiQp tri6n khai mQt s5 biQn ph6p nhu sau:

l. Ting cuong trii-in khai ho4t tlQng brio ttim an todn th6ng tin m4ng:

a) Rd so6t c6c hQ thiSng th6ng tin, b6o dim c6c hQ th6ng th6ng tin dugc
triiSn khai dAy <fii c6c biQn ph6p bio vQ theo cAp dQ an toan.

b) Phan c6ng lpc Iugng t4i ch5 tri6n khai t4rc girim s6t 2417; Chri d$ng theo

d6i thuong xuy6n, li€n tgc c6c hQ thr5ng gi6m s6t an todn th6ng tin t4p trung, h9

th6ng phdng, ch6ng mi <t$c tflp trung dem b6o xir lf, khEc phsc kip thdi t6n

c6ng mqng, canh b6o md tlQc tlugc x6c minh.

c) Rd so6t, ki6m tra vd b6c gd c6c phdn m€m ttQc h4i cho todn bO m6y chri,

m6y trpm trong hQ thting m4ng. Trong <16, cin uu ti€n c6c hQ th6ng tin c6 tlia chi

IP nim trong Danh s6ch IP m4ng Botnet tlugc Cuc An toan th6ng tin c6nh b6o

hing th6ng hoflc dQt xu6t.
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d) Chri tlQng rd so6t c6c 15 h6ng, di6m yiiu h€n cic hQ thiing thdng tin thuQc

ph4m vi quan lf vd tri6n khai c6c girii ph6p phdng ngua vd khic phgc triQt dr5 c6c

l5 h,ing, ili6m yriu tI5 tluqc Cuc An toiur th6ng tin, B0 Th6ng tin vd Truy€n th6ng

canh b6o, tlac bi-€t nhu: 16 hi5ng anh huong nghi€m treng trotrg F5 BIG-IP (vdn

ben si5 l943/CATTT-NCSC ngdy 0llll/2023 cua Csc An toan th6ng tin), 15

h6ng zeroday trong hQ thting Zimba (vEn brtn s6 ZZ|A1C1fffT-NCSC ngdy

1211212023 cria Cgc An toan th6ng tin) vd c6c tO tr6ng b6o mft 6nh huong mtc
cao vd nghiCm treng trong c6c sin phim Microsoft tr! th6ng 5 di5n thr{ng 11 nim
2023 (vdrbtn gui kdm theo).

tl) Sir dgng vi khai th6c hi-€u qui NOn tdng DiAu phi5i xri If sg cO an todn

th6ng tin m4ng qu6c gia (IRLab) vd Ndn tang H6 trq dieu tra s6 (DFLab) trong

c6ng t6c iliAu ph6i vd xir lf su cii t6, c6ng m4ng.

e) Brio tlrtrn duy tri kiSt n5i ti6n tuc toi h€ thting k! thuit cria Trung tdm

Gi6m s6t an todn kh6ng gian m4ng qulic gia <lti tlugc h6 tro girlrn s6t, ph6t hien
vd crinh brio sdm, xri li; kip thoi chia sd th6ng tin voi Cgc An toan th6ng tin, BO

Th6ng tin vi TruyCn th6ng khi ph6t hien AAu nigu t6n c6ng mang vio h6 th6ng
th6ng tin.

g) Td chuc tuy€n truydn, ndng cao nhfn thrlc co b6n k! ning vA an todn

thOng tin m4ng, cdurh gi6c vd th6ng tin x6u tIQc, tin gid vi th6ng tin lta tl6o tr€n

kh6ng gian m4ng cho cr{n bQ thuQc co quan.

2. Cic doanh nghiQp cung c6p dch 4r vi6n th6ng, intemet; C6c t6 chric,
doanh nghigp cung cAp n6n trimg chuyi-An tt6i si5:

a) Bio tlim tti tri aAy dri ngudn nhan lgc d6 4rc gi6m s6t, h5 trg vi khic
phgc sy c6 bdo tl6m ha t0ng vi6n th6ng, intemet an todn, th6ng su5t.

b) Trii6n khai tliy tfii cic bi€n ph6p bio vQ, bio dnm ph6t hiQn vd ngdn ch4n

kip thoi hopt tl$ng tin c6ng mang, phdt tin th6ng tin x6u tl$c, th6ng tin vi ph4m

ph6p luft tr6n h$ thi5ng th6ng tin, he tArg m4ng luoi thuQc phpm vi quin $.

c) Thpc hiQn nghi6m vd kip thoi c6c biQn ph6p xrl $ theo y6u ciu cria BQ

Th6ng tin vi TruyAn th6ng (Cgc An todn th6ng tin) vd co quan chirc ning c6

thAm quy6n.

3. Trong trudng hq,p can h5 trg gi6m s6t, xri $, ung cuu su ci5 dd nghi li6n hQ

v&i Cpc An toan th6ng trL BQ Th6ng tin vi Truy€n th6ng thdng qua c6c ddu m6i:

- Trung tiim Ung ctru kAin c5p khdng gian m4ng ViQt Nam (VNCERT/CC),
tli€n thoai 024.3640.4421hoac s6 dien thoai tnJc duong ddy n6ng img cr?u su co

086.9100.3 I 7, thu iliQn tu: ir@vncert.vn.
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- Trung tdm Girim set an toin kh6ng gian mang qu5c gia (NCSC), tti€n
thoai:02432091616 hodc rti Cien thoei hUc duong ddy n6ng h5 ho gi6m s6t,

crimh b6o sfrn 0389942878, *ru diQn tu: ais@mic.gov.vn.

Trdntqng"/.

Nui nhSn:
- Nhu tr6n;
- Vin phdng Trung uong vi c6c Ban cta Dimg;
- Vin phdng Chri tich nudc;
- Vin phdng Qu6c hQi vd cric Uy ban cna Qu6c hQi;

- Tda 6n nhin din t6i cao;
- ViQn ki6m s6t nhan dan t6i cao;
- Uy ban Trung wng M{t nfa Td qutic M€t Nam;
- Co quan trung uong cta cac iloan th6;
- BQ truong (tl€ b/c);
- C6c Tht trudng;
- C6c tlon vi chuy€n hich v€ c6ng nghQ th6ng tin, an

toan thAng tin tai cic bQ, nqdnl;
- Ciic Sd Thdng tin vd Truy6n th6ng c6c tinh, theoh

ph6 trpc thuQc TW;
- Thanh vi6n m4ng lu6i img crtu qr c6 an toAn th6ng

tin m4ng qu6c gia;
- C6c Cqc: Vi6n th6ng, Buu diQn Trung uong;
- Cac Trung tem: M{NIC, Trung tim Th6ng tin;
- Luu: VT, CATTT.PTA.
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