UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPéc 1ap — Tu do — Hanh phc
S6: 308 /STTTT-CNTTBCVT Khéanh Hoa, ngay 29 thang 01 ndam 2024
VIV tang cuong cong tac bao dam an toan
thdng tin mang trong dip nghi &
Tét nguyén dan Gip Thin

Kinh gri:
- Céc co quan Bang, Mat tran, doan thé tinh;
- Cac S¢, ban, nganh;
- UBND céc huyén, thi x&, thanh phé;
- Cac don vi su nghiép truc thugc UBND tinh.

_ Thuc hi¢én Cong vén s6 839/UBND-KGVX ngay 22/01/2024 cua UBND tinh
Ve Viéc tang cuong cong tic bao dam an toan thong tin mang trong dip Tét 2024
(dinh kem);

Nham nang cao canh giac va trach nhiém bao dam an toan thdng tin mang
theo quy dinh cua phap luat trong thoi gian dién ra dip nghi I8 Tét Nguyén dan
Giap Thin, S¢ Thdng tin va Truyén thong dé nghi co quan, don vi va dia phuong
thie hién mot sé noi dung sau:

1. Tang cudng trién khai hoat dong bao dam an toan thdng tin mang cho
hé thong thong tin thugc tham quyen quan ly

- Ra soat cac h¢ thong thong tin, bao dam cac hé thong thong tin duoc trien
khai day du cac bién phap bao vé theo cap do an toan.

- Phan céng luc lugng tai chd trién khai truc giam sat 24/7; cha dong theo ddi
thuong xuyén, lién tuc cac h¢ thong thong tin dam bao xt 1y, khac phuc kip thoi
tan cOng mang, canh bao ma doc dugc xac minh.

- Ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bo may chi,
may tram trong hé thong mang. Trong d6, can wu tién cac hé théng thong tin co dia
chi IP nam trong Danh sach IP mang Botnet duoc cac co quan chirc ning canh bao
hang thang hoic dot xuat.

- Chii dong ra soét cac 15 hong, diém yéu trén cac hé théng thong tin thuoc
pham vi quan ly va trién khai cac giai phap phong ngira va khic phuc triét dé cac
16 hong, diém yéu da duoc S& Thong tin va Truyén théng canh bao (Cong vin sé
220/STTTT-CNTTBCVT ngay 22/01/2024 va cac canh bao 16 héng thang 5, thang
7 dén thang 9 va thang 11 nam 2023) (kém theo).

- Sir dung Nén tang Diéu phol xu 1y su ¢d an toan théng tin mang qudc gia
(IRLab) trong cong tac xu Iy sy cb.

- T6 chic tuyén truyén, nang cao nhan thirc co ban vé an toan thdng tin mang,
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canh giac vé thdng tin xau doc, tin gia va thong tin lira dao trén khdng gian mang
cho cén b, cong chuc, vién chic thude co quan. Khan treong thong bao ndi dung
van ban nay den tat ca cac co quan, don vi truc thugc minh dé to6 chuc trien khai
thuc hién.

2. Trong truong hop cin hd trg, dé nghi lién hé cac ddu mdi
- Cuc An toan thdng tin — Bo Thang tin va Truyén thong:

+ Trung tdm Ung ctu khan Cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai: 024.3640.442 hoic sé dién thoai truc duong day ndng ang ciu su ¢o:
086.9100.317, thu dién ta: ir@vncert.vn.

+ Trung tam Giam sat an toan khong gian mang quéc gia, dién thoai
02432091616 hoic so dién thoai truc duong day nong hd tro giam sat, canh bao
sém: 038.9942.878, thu dién tur: ais@mic.gov.vn.

- Pau mdi quan ly, van hanh Trung tam di liéu tinh Khanh Hoa: Ong Phan
Quang Vinh — Phé Trudng phong Hé théng théng tin, Trung tam Cong nghé thdng
tin va Dich vu hanh chinh cbng truc tuyén tinh Khanh Hoa, dién thoai:
0798.111185, thu dién ti: pqvinh@khanhhoa.gov.vn.

S¢ Théng tin va Truyén thong théng bao va dé nghi Quy co quan, don vi va
dia phuong quan tam thyc hién.

Tréan trong./.

Noi nhan: KT. GIAM POC
- Nhu trén (VBDT); PHO GIAM POC
- UBND tinh (VBBT, b/c);

- Trung tdm CNTT&DVHCCTT (VBDT, dé t/h);
- Luu: VT, CNTTBCVT (HN, 02).

Nguyé&n Vin Hién
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